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Downloading, Installing and Running InstallRoot

Some DoD websites require installation of DoD root certificates on your computer before permitting access. Follow

these instructions to install required root certificates.

Step Action
1 Open a browser and type the following into the URL field:
https://public.cyber.mil/pki-pke/tools-configuration-files/
2 On the page that displays, click
InstallRoot 5.6 NIPR Non-Administrator 64-bit Windows Installer
0 ,ﬂ: InstallRoot 5.6 NIPR Non- Administrator &4-bit Windows Installer ZB29MB 11 Jan 2024
Toals
Show 10 entries Search:
° E Editing Certificate Group Locations for InstallRaat via the GUI 243.26KB 20 Aug 2019
o ﬁ Editing CRLAutoCache Source Locations 326.54KB 23 Aug 2019
o ﬁ FBCA Cross-Certificate Remaver 1.15 User Guide 2346KB 30 Nev 2018
o ﬁ FBCA Cross-Certificate Remover 118 3895 KB 24 0ct 2019
o ﬁ InstaliRoot 5.2: User Guide 256MB 30 Nov 2018
0 E InstaliRoot 5.6 NIPR 32-bit Windows Installer 25.79MB 11 Jan 2024
L] ﬁ InstaliRoot 5.6 NIPR &64-bit Windows Installer 26%6MB 11 Jan 2024
o F“ InstaliRocot 5.4 NIPR Non-Administrator 32-bit Windows Installer 2595MB 11 Jan 2024
0 InstallRoot 5.5 NI PR Non-Administrator &4-bit Windows Installer 2829MB 11 Jan 2024
[+] E-'] InstaliRoot 5.8 User Guide 143M8 10 Jan 2024
Showing 1ta 10of 19 entries Previous 1 2 Mext
3 Download and execute the file by clicking on it in the status line of the browser or in the Downloads

directory. This screen will display. Click Next.

@

‘Welcome to the InstallRoot Setup Wizard

The Setup Winerd mall skl lnstaliRact on yoer compuler, Sl et ta onbnue o clse Tie mindom 1o e
the Setup Wirard.
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4 On the next screen, click Next to accept the default installation location.
2

] Choose a file location

To imatall in this filder, click tuce®, To ingtall 22 5 diffarent folder, anter @ balow of chekt "Browss”.

e pme e ot e sttt Brove...
<o
5 Click Next to accept the defaults.
9
InstallRoot Features
Select the festures you wish to nszall.
[ Graphical interface
[ Command-Line Teol
<tac
6 Click Install.
2 irstaliraot Setup *

Begin installation of InstallRoot

(Chick Instedl to begin tw instaliation. I you wint 1o revsew o change any of your installation setongs, chct
Back. Close the window 1o exit the wizard.
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When this screen displays, installation is complete. Click Run InstallRoot to execute the program.

1 instalifoot Setup P

e
nop

PKE

Instalifoct has been successfully instolled.

Fun Installfoot

Clase

This screen may display if existing certificate stores are found. Click Yes.
InstaliR oot 5.0.1: NIPR
This tool allows users to i

&. DoD PKE
Authority (ECA) CA certifi

B Mew certificate store discovered

e InstallRoot has discovered MSS certificate stores, would you like InstallRoot to manage them using the store name Multi-NS57

Yes . No

[_] Don't ask me about adding this store again

their Windows and Firefo —e e
sanvice, which can chackl
informatian fram DaD. Th
Windows Senvar 2003, \
Windows Senser 2012 R

Searching for new Certificate Stores... (95%)

Two windows will display. Arrange them so they do not overlap. Click Next on the window labeled

“Installing DoD certificates is easy!”

Installing DoD certificates is easy!

Home il |
ﬂ Home  Store  Growp -Ctruf-me Help
Install ;% ]Q‘ Lﬁ, E & 9

Certifica Instal  Onine  Preferences Save Refresh Restans
Certficates Update Settings Administrater

Venfy desired cerificate store is targeted I

22 Mis Mecrosaft Current Uiser
o instf |RSSEEREE RS l

# Install ECA Cortificates & =
X Insta | X trstall 17C Cemficates W =
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10 Click Next again.
al Quick Start; Welcome to InstallRoot 5.5!
Installing DoD certificates is easy!
 =lolx
Home  Store Group  Certficaste  Help
: ( ;'.'._'.:'.'.' - ﬂ i .
fi 1 %
& Q Lé & $ Verify "Install DoD Certificates” is checked I
Install  Online  Preferences Save Refresh
Certificates Update Seltings
|
|
-
| % Install JITC Certificates |
| < Back || Next > |
11 Click Finish in the installation window. Then click Install Certificates in the program window. You may

see dialog boxes (Security Warning window below) asking if you want to install certificates. Click Yes.

a Quick Start: Welcome to InstallRoot 5.5! - [m] b4

Installing DoD certificates is easy!

il

Home  Store  Growp  Certficate  Help

Click the "Install Certificates” button |

] Microsoft Current User
|| # Tnstal BoD Certicates -
|| % Install ECA Certificates & 4,
|| % Install JITC Cemficates & -l‘
For more information please refer to the |nstallRoot User Guide
<Back || Finsh |
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12 This screen will display:

| nctall Doy G B It P Cotilicnns Sotion Sy = K
| ® iestab ECA Cen |pppn 1R
™ ectadl JITC Cad
- Targer Cortilicate Sinee aiks Debries
Momuh Cunmerd Lhe 1}
Wult=455 Holaz

Subgect DOD D C4-44; heser: DD Root CA, 3: INSTALLED
bubgpecs DOO 10 50 CA-10 boruer b= IS AL L
Subgers DOD 1D BN CE- 30 bgassr ¢ INETOLLED
Sulpsry DO 1D 5N CA-3T, busr CE 3 METELLED
Subgesy DOD 1D 5 CA-3E; ksuer METiLLED:
Subgect DOD 1D 5W CA-IE: hauar: C P ETaLLED
A NS TALLED
5Tl LED
ETELLED

fubjecs OO0 1D W CA-4E Imuer: Dol
St DOD 1D BN Cl-dT Iguen Dol
Sulgeoy DD D SN CA-4B, bopiisr

- AT

13 A listing of all installed certificates will display. Click OK. Click the “X" in the upper-right corner of
the program window to close the program. A dialog panel referring to configuration changes may

display. If so, choose the option desired and the program will end.




